D. Your Rights

Under the GDPR you have the following rights in relation
to the processing of your personal data: You have the right
to request from us, the controller, access to your personal
data, the right to rectification of inaccurate personal data
or to erasure of your personal data if your request is based
on one of the grounds set forth in Art. 17 of the GDPR, e.g.
if your data are no longer needed for the purposes they
were collected for. You also have the right to restriction of
processing if one of the provisions of Art. 18 of the GDPR
apply, and pursuant to Art. 20 of the GDPR you have the
right to data portability. If we collect data based on the
provisions of Art. 6(1) (f) of the GDPR (data processing to
pursue legitimate interests), you have the right to object
at any time to the processing of your personal data on
grounds relating to your particular situation. Blicherhallen
Hamburg will then stop processing your personal data
unless we can demonstrate compelling legitimate grounds
for the processing that override your interests, rights and
freedoms or the processing of the data is necessary to
assert, exercise or defend against legal claims.

You have the right to lodge an objection with a
supervisory authority if you believe that the processing
of your personal data is in breach of data protection
laws. You can exercise your right to lodge an objection
in particular with a supervisory authority in the Member
State you habitually stay in or at the place of the alleged
infringement. The supervisory authority in charge in the
federal state of Hamburg is the Hamburg Office of Data
Protection [Der Landesbeauftragte flir den Datenschutz
Hamburg].

Our customer service will be happy to
answer any questions you may have.
You can contact the service team

at service@buecherhallen.de or by
telephone on + 49 (0)40 / 42 60 60.

A digital version of the General Terms and
Conditions is available at:
www.buecherhallen.de/datenschutz.html

You can also scan the QR code:
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A. You can contact the Controller and the
Data Protection Officer at:

Stiftung Hamburger Offentliche Biicherhallen (Biicher-
hallen Hamburg), Hilhnerposten 1, 20097 Hamburg

Data Protection Officer:

Oliver Stutz, datenschutz nord GmbH,
Konsul-Smidt-StraRRe 88, 28217 Bremen

E-Mail: office@datenschutz-nord.de

B. Data Processing

1. Processing of your Personal Data

For Blicherhallen Hamburg to be able to offer its services
(borrowing, returning and reserving items, doing research,
etc.), you must register and enter into a user agreement
with Buicherhallen Hamburg.

Blicherhallen Hamburg processes your personal data
collected upon registration to offer its services. In
particular we collect the name, address and other contact
data required to communicate electronically with you, the
date of birth, gender (male, female, diverse) and service fee
category.

If you are under 18, we will store your legal representative’s
personal data in your Blicherhallen account in addition to
the personal information mentioned above.

We need to process your personal data to fulfil the service
usage relationship with you. The data are processed on the
basis of the provisions of Art. 6(1) 1st sentence (b) of the
GDPR. We need you to state your date of birth because the
restrictions laid down in the Blicherhallen Hamburg GTC
apply to persons under 18 years of age. Your Blicherhallen
card does not store any personal data.

Your personal data will be erased two years after the
service usage relationship has been terminated unless
the legally prescribed retention periods for customer data

are longer or the data are needed to claim outstanding
payments or assert other claims.

2. Processing of Media Data

Blicherhallen Hamburg stores the titles of the media you
borrowed (hereinafter referred to as “media data”) in your
Blicherhallen account for a short period of time to meet its
obligations under the agreement. The media data will be
stored in your Blicherhallen account irrespective of whether
you borrowed the media from the library staff or using self-
service machines.

Such storage is based on Art. 6(1) 1st sentence (b) of the
GDPR.

When items are returned, all media data is deleted from the
library account. To resolve any queries (e.g. regarding the
replacement of items), the Bilicherhallen card number of the
previous borrower can be identified via the item’s title for

a period of 45 days. Item details are stored digitally for one
year to allow us to investigate who may have lost or caused
damaged to the media.

3. Processing of Data in connection with the Direct
Debit Procedure

If you use the direct debit procedure to pay the service fee,
Blicherhallen Hamburg will process the name, IBAN and BIC
as well as your signature if applicable. The data collected

in connection with the direct debit procedure will only be
used to process the payment, ie on the basis of the direct
debit authorisation granted under the direct debit mandate.

The above-mentioned personal data collected to process
the payment are processed on the basis of Art. 6(1) 1st
sentence (b) of the GDPR. The data will be retained for the
duration of the service usage relationship and deleted after
its termination.

4. Pre-overdue Reminder Email

If you provide us with your email address upon registration
or later, the address will be used for the purposes
mentioned in item B. 1. above as well as to remind you that
your borrowed items are due for return soon. The legal
basis for sending reminder emails is Art. 6(1) 1st sentence
(b) of the GDPR. The email address will be deleted two years
after termination of the service usage relationship.

5. Video Surveillance during staffless Opening Hours

Outside of staffed opening hours you can use your
Blicherhallen card to enter selected Biicherhallen libraries.
Blicherhallen Hamburg uses video cameras only during
staffless opening hours. If you enter the library during
staffless opening hours or remain in the library after the
staffed opening hours are over, certain areas will be video-
taped during your visit. Having video surveillance in place
is in the legitimate interest of Blicherhallen Hamburg.

It exclusively serves to prevent and investigate criminal
offences as well as to investigate claims against or raised by
Blicherhallen Hamburg.

The legal basis for having video surveillance in place during
staffless opening hours is Art. 6(1) 1st sentence (b) of the
GDPR.

The personal data collected through video surveillance will
be stored for not longer than 72 hours. If there is reason

to suspect that a criminal offence has been committed or
claims against Buicherhallen Hamburg are made, the video
surveillance material and the personal data collected can
be retained for as long as needed to investigate or enforce
the claim.

6. Use of the Web Portal, E-Media and Video Conference
Systems

More detailed information about how we process data
when you use Blicherhallen Hamburg’s internet services,
e-media and video conference systems is available at www.
buecherhallen.de/datenschutz.html and https: /www.
buecherhallen.de/datenschutz-buecherhallen-portal.htmlL.

C. Transfer of Customer Data to Third Parties

With regard to the data processing activities mentioned
above Blicherhallen Hamburg only transfers your personal
data to third parties as part of the direct debit procedure,
namely to service providers that are involved in the direct
debit procedure. The customer and borrowing data are
processed (in accordance with Art. 28 of the GDPR) by our
processor, Systematic based in Denmark, that uses Saa$S
(Software-as-a-Service, a cloud-based software model)

As to the transfer of customers’ personal data relating
to the use of web portal, e-media and video conference
systems, we refer to the links provided.



